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COURSE STRUCTURE AND SYLLABUS 

 
 I Semester 
 
Category Course Title Int. marks Ext. marks L T P C 

PC-1  Advanced Algorithms  25 75 4 0 0 4 
PC-2 Software Development Methodologies 25 75 4 0 0 4 
PC-3 Software Requirements and Estimation 25 75 4 0 0 4 
PE-1 1. Cloud Computing 

2. Database Internals 
3. Cryptography and Network Security 
4. Internet Technologies and Services 

25 75 3 0 0 3 

PE-2 1. Big Data Analytics 
2. Web Mining 
3. Machine Learning 
4. Software Metrics and Quality Assurance 

25 75 3 0 0 3 

OE-1 *Open Elective – 1 25 75 3 0 0 3 
Laboratory I Software Development Methodologies Lab 25 75 0 0 3 2 
Seminar I Seminar-I 100 0 0 0 3 2 

                                         Total  275 525 21 0 6 25 
 
II Semester 
 

Category Course Title Int. marks Ext. marks L T P C 
PC-4 Software Architecture and Design Patterns 25 75 4 0 0 4 
PC-5 Software Process and Project Management 25 75 4 0 0 4 
PC-6 Software Quality Assurance and Testing 25 75 4 0 0 4 
PE-3 1. Scripting Languages  

2. Information Retrieval Systems 
3. Semantic Web and Social Networks 
4. E-Commerce 

25 75 3 0 0 3 

PE-4 1. Software Security Engineering 
2. Cyber Security 
3. Information Security and Audit 
4. Systems Engineering 

25 75 3 0 0 3 

OE-2 *Open Elective – 2 25 75 3 0 0 3 
Laboratory II Software Testing Lab 25 75 0 0 3 2 
Seminar II Seminar -II 100 0 0 0 3 2 

Total 275 525 21 0 6 25 
 
  



III Semester 
 

Course Title Int. 
marks 

Ext. 
marks 

L T P C 

Technical Paper Writing 100 0 0 3 0 2 
Comprehensive Viva-Voce 0 100 0 0 0 4 
Project work Review II 100 0 0 0 22 8 

Total  200 100 0 3 22 14 
 

IV Semester 
 

Course Title Int. 
marks 

Ext. 
marks 

L T P C 

Project work Review III 100 0 0 0 24 8 
Project Evaluation (Viva-Voce) 0 100 0 0 0 16 

Total  100 100 0 0 24 24 
 
*Open Elective subjects must be chosen from the list of open electives offered by OTHER 
departments. 
 
# For Project review I, please refer 7.10 in R17 Academic Regulations. 
 

  



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech- I Year – II Semester (Software Engineering) 

 
SOFTWARE ARCHITECTURE AND DESIGN PATTERNS (PC – 4) 

 
Course Objectives: After completing this course, the student should be able to:  

 To understand the concept of patterns and the Catalog.  
 To discuss the Presentation tier design patterns and their affect on: sessions, client access, 

validation and consistency.  
 To understand the variety of implemented bad practices related to the Business and 

Integration tiers.  
 To highlight the evolution of patterns.  
 To learn how to add functionality to designs while minimizing complexity  
 To learn what design patterns really are, and are not  
 To know about specific design patterns.  
 To learn how to use design patterns to keep code quality high without over design. 

 
UNIT - I   
Envisioning Architecture: The Architecture Business Cycle, What is Software Architecture, 
Architectural patterns, reference models, reference architectures, architectural structures and views.   
Creating an Architecture: Quality Attributes, Achieving qualities, Architectural styles and patterns, 
designing the Architecture, Documenting software architectures, Reconstructing Software 
Architecture.  
 
UNIT - II   
Analyzing Architectures: Architecture Evaluation, Architecture design decision making, ATAM, 
CBAM.  
Moving from one system to many: Software Product Lines, Building systems from off the shelf 
components, Software architecture in future.  
 
UNIT - III   
Patterns:  Pattern Description, Organizing catalogs, role in solving design problems, Selection and 
usage. 
Creational and Structural patterns: Abstract factory, builder, factory method, prototype, singleton, 
adapter, bridge, composite, façade, flyweight. 
 
UNIT - IV   
Behavioural patterns: Chain of responsibility, command, Interpreter, iterator, mediator, memento, 
observer, state, strategy. template method, visitor.   
 
UNIT - V 
Case Studies: A-7E – A case study in utilizing architectural structures, The World Wide Web - a case 
study in interoperability, Air Traffic Control – a case study in designing for high availability, Celsius 
Tech – a case study in product line development 
 
TEXT BOOKS:  
   1.   Software Architecture in Practice, second edition, Len Bass, Paul Clements & Rick Kazman, 

Pearson Education, 2003.  
   2.   Design Patterns, Erich Gamma, Pearson Education.  
 
REFERENCE BOOKS:  

1. Beyond Software architecture, Luke Hohmann, Addison wesley, 2003.  



2. Software architecture, David M. Dikel, David Kane and James R. Wilson, Prentice Hall PTR, 
2001     

3. Software Design, David Budgen, second edition, Pearson education, 2003  
4. Head First Design patterns, Eric Freeman & Elisabeth Freeman, O’REILLY, 2007.  
5. Design Patterns in Java, Steven John Metsker & William C. Wake, Pearson education, 2006  
6. J2EE Patterns, Deepak Alur, John Crupi & Dan Malks, Pearson education, 2003.  
7. Design Patterns in C#, Steven John metsker, Pearson education, 2004.  
8. Pattern Oriented Software Architecture, F.Buschmann &others, John Wiley & Sons. 



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech- I Year – II Semester (Software Engineering) 

 
SOFTWARE PROCESS AND PROJECT MANAGEMENT (PC – 5) 

 
Course Objectives: At the end of the course, the student shall be able to: 

 To describe and determine the purpose and importance of project management from the 
perspectives of planning, tracking and completion of project.  

 To compare and differentiate organization structures and project structures.  
  To implement a project to manage project schedule, expenses and resources with the 

application of suitable project management tools. 
 
UNIT - I 
Software Process Maturity: Software maturity Framework, Principles of Software Process Change, 
Software Process Assessment, The Initial Process, The Repeatable Process, The Defined Process, 
The Managed Process, The Optimizing Process.  
Process Reference Models Capability Maturity Model (CMM), CMMi, PCMM, PSP, TSP.  
 
UNIT - II  
Software Project Management Renaissance Conventional Software Management, Evolution of 
Software Economics, Improving Software Economics, The old way and the new way.  
Life-Cycle Phases and Process artifacts Engineering and Production stages, inception phase, 
elaboration phase, construction phase, transition phase, artifact sets, management artifacts, 
engineering artifacts and pragmatic artifacts, model based software architectures. 
 
UNIT - III  
Workflows and Checkpoints of process Software process workflows, Iteration workflows, Major 
milestones, Minor milestones, Periodic status assessments. 
Process Planning Work breakdown structures, Planning guidelines, cost and schedule estimating 
process, iteration planning process, Pragmatic planning. 
 
UNIT - IV 
Project Organizations Line-of- business organizations, project organizations, evolution of 
organizations, process automation.  
Project Control and process instrumentation The seven core metrics, management indicators, 
quality indicators, life-cycle expectations, Pragmatic software metrics, metrics automation. 
 
UNIT - V 
CCPDS-R Case Study and Future Software Project Management Practices Modern Project 
Profiles, Next-Generation software Economics, Modern Process Transitions. 
 
TEXT BOOKS:  

1. Managing the Software Process, Watts S. Humphrey, Pearson Education.  
2. Software Project Management, Walker Royce, Pearson Education.  

 
REFERENCE BOOKS: 

1. Effective Project Management: Traditional, Agile, Extreme, Robert Wysocki, Sixth edition, 
Wiley India, rp2011. 

2. An Introduction to the Team Software Process, Watts S. Humphrey, Pearson Education, 2000  
3. Process Improvement essentials, James R. Persse, O’Reilly, 2006  
4. Software Project Management, Bob Hughes & Mike Cotterell, fourth edition, TMH, 2006  
5. Applied Software Project Management, Andrew Stellman & Jennifer Greene, O’Reilly, 2006.  



6. Head First PMP, Jennifer Greene & Andrew Stellman, O’Reilly, 2007  
7. Software Engineering Project Management, Richard H. Thayer & Edward Yourdon, 2nd 

edition, Wiley India, 2004.  
8. The Art of Project Management, Scott Berkun, SPD, O’Reilly, 2011. 
9. Applied Software Project Management, Andrew Stellman & Jennifer Greene, SPD, O’Reilly, 

rp 2011. 
10. Agile Project Management, Jim Highsmith, Pearson education, 2004.  



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech- I Year – II Semester (Software Engineering) 

 
SOFTWARE QUALITY ASSURANCE AND TESTING (PC – 6) 

 
Course Objectives: The student should be able to:  

 To understand software testing and quality assurance as a fundamental component of 
software life cycle  

 To define the scope of SW T & QA projects  
 To efficiently perform T & QA activities using modern software tools  
 To estimate cost of a T & QA project and manage budgets  
 To prepare test plans and schedules for a T&QA project  
 To develop T & QA project staffing requirements  
 To effectively manage a T & QA project  

 
UNIT - I 
Software Quality Assurance and Standards: The Software Quality challenge, What is Software 
Quality, Software Quality factors, The components of Software Quality Assurance system,  Software  
Quality Metrics, Costs of Software Quality, Quality Management Standards, Management and its role 
in Software Quality Assurance, SQA unit and other actors in SQA system.   - (Chapters: 1-4, 21-23, 
25, 26) of T3 
Quality Standards: ISO 9000 and Companion ISO Standards, CMM, CMMI, PCMM, Malcom 
Balridge, 3 Sigma, 6 Sigma and other latest quality standards (Refer Internet and R11, R12, R13). 
 
UNIT - II 
Software Testing Strategy and Environment: Minimizing Risks, Writing a Policy for Software 
Testing, Economics of Testing, Testing-an organizational issue, Management Support for Software 
Testing, Building a Structured Approach to Software Testing, Developing a Test Strategy 
Building Software Testing Process: Software Testing Guidelines, workbench concept, Customizing 
the Software Testing Process, Process Preparation checklist - (Chapters: 2,3) of T1 
Software Testing Techniques: Dynamic Testing – Black Box testing techniques, White Box testing 
techniques, Static testing, Validation Activities, Regression testing -(Chapters: 4, 5, 6, 7, 8) of T2 
 
UNIT - III 
Software Testing Tools: Selecting and Installing Software Testing tools – (Chapter 4) of T1. 
Automation and Testing Tools - (Chapter 15) of T2 Load Runner, Win runner and Rational Testing 
Tools, Silk test, Java Testing Tools, JMetra, JUNIT and Cactus. (Refer Internet and R9, R10) 
 
UNIT - IV 
Testing Process 
Seven Step Testing Process – I: Overview of the Software Testing Process, Organizing of Testing, 
Developing the Test Plan, Verification Testing, Validation Testing. (Chapters 6, 7, 8, 9, 10) of T1 
 
UNIT - V 
Seven Step Testing Process – II: Analyzing and Reporting Test results, Acceptance and 
Operational Testing, Post-Implementation Analysis 
Specialized Testing Responsibilities: Software Development Methodologies, Testing Client/Server 
Systems (Chapters 12, 13, 14, 15) of T1. 
 
TEXT BOOKS: 

1. Effective Methods for Software Testing, Third edition, William E. Perry, Wiley India, 2009    
2. Software Testing – Principles and Practices, Naresh Chauhan, Oxford University Press,   



2010. 
3. Software Quality Assurance – From Theory to Implementation, Daniel Galin, Pearson 

Education, 2009. 
 
REFERENCE BOOKS: 

1. Testing Computer Software, Cem Kaner, Jack Falk, Hung Quoc Nguyen, Wiley India, 
rp2012.  

2. Software Testing – Principles, Techniques and Tools, M.G.Limaye, Tata McGraw-Hill, 2009. 
3. Software Testing - A Craftsman’s approach, Paul C. Jorgensen, Third edition, Auerbach 

Publications, 2010. 
4. Foundations of Software Testing, Aditya P. Mathur, Pearson Education, 2008. 
5. Software Testing and Quality Assurance – Theory and Practice, Kshirasagar Naik, 

Priyadashi Tripathy, Wiley India, 2010. 
6. Software Testing, Ron Patton, Second edition, Pearson Education, 2006. 
7. Software Testing and Analysis – Process, Principles and Techniques, Mauro Pezze, Michal 

Young, Wiley India, 2008. 
8. Software Testing Techniques, Boris Beizer, Second edition, Wiley India, 2006 
9. Foundations of Software Testing, Dorothy Graham, et al., Cengage learning, 2007, rp 2010. 
10. Software Testing - Effective Methods, Tools and Techniques, Renu Rajani, Pradeep Oak, 

Tata McGraw-Hill, rp2011. 
11. Software Automation Testing Tools for Beginners, Rahul Shende, Shroff Publishers and 

Distributors, 2012. 
12. Software Testing Tools, K.V.K.K. Prasad, Dream Tech Press, 2008. 
13. Software Testing Concepts and Tools, Nageswara Rao Pusuluri, Dream Tech press, 2007. 
14. Software Quality Assurance, Milind Limaye, Tata McGraw-Hill, 2011. 
15. Software Quality – Theory and Management, Alan C. Gillies, Second edition, Cengage 

Learning, 2009. 
16. Software Quality – A Practitioner’s approach, Kamna Malik, Praveen Choudhary, Tata 

McGraw-Hill, 2008. 
17. Software Quality Models and Project Management in a Nutshell, Shailesh Mehta, Shroff 

Publishers and Distributors, 2010. 
18. Software Quality Engineering – Testing, Quality Assurance and Quantifiable Improvement, 

Jeff Tian, Wiley India, 2006. 
19. Software Quality, Mordechai Ben-Menachem/Garry S. Marliss, Cengage Learning, 2010. 



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech- I Year – II Semester (Software Engineering) 

 
SCRIPTING LANGUAGES (PE  - 3) 

 
Course Objectives: 

 To be able to introduce core programming basics and program design with functions using 
Python programming language.  

 To understand the high-performance programs designed to strengthen the practical 
expertise.  

 
UNIT - I: 
Introduction to Python, Installing Python. How a Program Works, Using Python, Program 
Development Cycle, Input, 
Processing, and Output, Displaying Output with the Print Function, Comments, Variables, Reading 
Input from the Keyboard, Performing Calculations (Operators. Type conversions, Expressions), More 
about Data Output. Decision Structures and Boolean Logic: if, if-else, if-elif-else Statements, Nested 
Decision Structures, Comparing Strings, Logical Operators, Boolean Variables. Repetition Structures: 
Introduction, while loop, for loop, Calculating a Running Total, Input Validation Loops, Nested Loops.  
Data types and Expressions: Strings, Assignment and Comments, Numeric Data Types and 
Character Sets, Expressions, Functions and Modules. 
 
UNIT - II:   
Control Statements: Definite Iteration, Formatting Text for Output, Selection, Conditional Iteration. 
File and Exceptions: Introduction to File Input and Output, Using Loops to Process Files, Processing 
Records, Exceptions.  
Functions: Introduction, Defining and Calling a Void Function, Designing a Program to Use Functions, 
Local Variables, Passing Arguments to Functions, Global Variables and Global Constants, Value-
Returning Functions-Generating Random Numbers,  The math Module, Storing Functions in Modules. 
 
UNIT - III: 
Strings and Text Files : Accessing Characters and Substrings in a String, Strings and Number 
System, String Methods, Basic String Operations, String Slicing, Testing, Searching, and 
Manipulating Strings. Text Files, Data Encryption,  Lists, Introduction to Lists, List slicing, Finding 
Items in Lists with the in Operator, List Methods and Useful Built-in Functions, Copying Lists, 
Processing Lists, Two-Dimensional Lists,  Tuples Sequences, Tuples. Dictionaries and Sets: 
Dictionaries, Sets, Serializing Objects. Recursion: Introduction, Problem Solving with Recursion, 
Examples of Recursive Algorithms. 
 
UNIT - IV:  
Design with Classes: Classes and Objects, Classes and Functions, Classes and Methods, Working 
with Instances, Inheritance and Polymorphism. Object-Oriented Programming: Procedural and 
Object-Oriented Programming, Classes, techniques for Designing Classes.  
 
UNIT - V: 
Graphical User Interfaces: Behavior of terminal based programs and GUI-based programs, Coding 
simple GUI-based programs, other useful GUI resources. GUI Programming: Graphical User 
Interfaces, Using the tkinter Module, Display text with Label Widgets, Organizing Widgets with 
Frames, Button Widgets and Info Dialog Boxes, Getting Input with Entry Widget, Using Labels as 
Output Fields, Radio Buttons, Check Buttons. 
Simple Graphics and Image Processing: Overview of Turtle Graphics, Two dimensional Shapes, 
Colors and RBG System, Image Processing. 



 
TEXT BOOKS: 

1. Kenneth A. Lambert, The Fundamentals of Python: First Programs, 2011, Cengage Learning.  
2. Think Python First Edition, by Allen B. Downey, Orielly publishing 

 
REFERENCE BOOKS: 

1. Introduction to Computation and Programming Using Python.  , John V. Guttag, The MIT 
Press James Payne, Beginning Python using Python 2.6 and Python 3, Wrox publishing 

2. Paul Gries, Practical Programming: An Introduction to Computer Science using Python 3  The 
Pragmatic Bookshelf, 2nd edition (4 Oct. 2013) 

3. Charles Dierach, Introduction to Computer Science using Python 
 



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech - I Year – II Semester (Software Engineering) 

 
INFORMATION RETRIEVAL SYSTEMS (PE - 3) 

 
Course Objectives: On completion of this course you should have gained a good understanding of 
the foundation concepts of information retrieval techniques and be able to apply these concepts into 
practice. Specifically, you should be able to:  

 To use different information retrieval techniques in various application areas  
 To apply IR principles to locate relevant information large collections of data  
 To analyse performance of retrieval systems when dealing with unmanaged data sources  
 To implement retrieval systems for web search tasks.  

 
UNIT - I  
Boolean retrieval. The term vocabulary and postings lists. Dictionaries and tolerant retrieval. Index 
construction. Index compression. 
 
UNIT - II  
Scoring, term weighting and the vector space model. Computing scores in a complete search system. 
Evaluation in information retrieval. Relevance feedback and query expansion.  
 
UNIT - III 
XML retrieval. Probabilistic information retrieval. Language models for information retrieval. Text 
classification. Vector space classification. 
 
UNIT - IV 
Support vector machines and machine learning on documents, flat clustering, Hierarchical clustering, 
Matrix decompositions and latent semantic indexing. 
 
UNIT - V 
Web search basics, Web crawling and indexes, Link analysis. 
 
TEXT BOOKS: 

1. Introduction to Information Retrieval , Christopher D. Manning and Prabhakar Raghavan and 
Hinrich Schütze, Cambridge University Press, 2008. 

 
REFERENCE BOOKS: 

1. Information Storage and Retrieval Systems: Theory and Implementation, Kowalski, Gerald, 
Mark T Maybury, Springer. 

2. Modern Information Retrieval, Ricardo Baeza-Yates, Pearson Education, 2007. 
3. Information Retrieval: Algorithms and Heuristics, David A Grossman and Ophir Frieder, 2nd 

Edition, Springer, 2004. 
4. Information Retrieval Data Structures and Algorithms, William B Frakes, Ricardo Baeza-

Yates, Pearson Education, 1992. 
5. Information Storage & Retrieval, Robert Korfhage , John Wiley & Sons. 



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech- I Year – II Semester (Software Engineering) 

 
SEMANTIC WEB AND SOCIAL NETWORKS (PE - 3) 

 
Course Objectives: 

 To learn Web Intelligence 
 To learn Knowledge Representation for the Semantic Web 
 To learn Ontology Engineering 
 To learn Semantic Web Applications, Services and Technology 
 To learn Social Network Analysis and semantic web 

 
UNIT – I:  
Web Intelligence:  Thinking and Intelligent Web Applications, The Information Age ,The World Wide 
Web, Limitations of Today’s Web, The Next Generation Web, Machine Intelligence, Artificial 
Intelligence, Ontology, Inference engines, Software Agents, Berners-Lee www, Semantic Road Map, 
Logic on the semantic Web. 
 
UNIT - II:  
Knowledge Representation for the Semantic Web:  Ontologies and their role in the semantic 
web, Ontologies Languages for the Semantic Web –Resource Description Framework(RDF) / RDF 
Schema, Ontology Web Language(OWL),UML,XML/XML Schema. 
 
UNIT- III:  
Ontology Engineering: Ontology Engineering, Constructing Ontology, Ontology Development Tools, 
Ontology Methods, Ontology Sharing and Merging, Ontology Libraries and Ontology Mapping, Logic, 
Rule and Inference Engines. 
 
UNIT- IV:  
Semantic Web Applications, Services and Technology:  Semantic Web applications and services, 
Semantic Search, e-learning, Semantic Bioinformatics, Knowledge Base ,XML Based Web Services, 
Creating an OWL-S Ontology for Web Services, Semantic Search Technology, Web Search Agents 
and Semantic Methods, 
 
UNIT - V:. 
Social Network Analysis and semantic web: What is social Networks analysis, development of 
the social networks analysis, Electronic Sources for Network Analysis – Electronic Discussion 
networks, Blogs and Online Communities, Web Based Networks. Building Semantic Web Applications 
with social network features. 
 
TEXT BOOKS: 

1. Thinking on the Web - Berners Lee, Godel and Turing, Wiley interscience, 2008. 
2. Social Networks and the Semantic Web, Peter Mika,Springer, 2007. 

 
REFERENCE BOOKS:   

1. Semantic Web Technologies, Trends and Research in Ontology Based Systems, J. Davies, 
R. Studer, P. Warren, John Wiley & Sons. 

2. Semantic Web and Semantic Web Services - Liyang Lu Chapman and Hall/CRC 
Publishers,(Taylor & Francis Group) 

3. Information Sharing on the semantic Web - Heiner Stuckenschmidt; Frank Van Harmelen,  
Springer Publications. 

4. Programming the Semantic Web, T. Segaran, C. Evans, J. Taylor, O’Reilly, SPD. 



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech - I Year – II Semester (Software Engineering) 

 
E-COMMERCE (PE - 3) 

 
Course Objectives: 

 To identify the major categories and trends of e-commerce applications. 
 To identify the essential processes of an e-commerce system. 
 To identify several factors and web store requirements needed to succeed in e-commerce. 
 To discuss the benefits and trade-offs of various e-commerce clicks and bricks alternatives. 
 To understand the main technologies behind e-commerce systems and how these 

technologies interact. 
 To discuss the various marketing strategies for an online business. 
 To define various electronic payment types and associated security risks and the ways to 

protect against them. 
 
UNIT - I 
Electronic Commerce-Frame work, anatomy of E-Commerce applications, E-Commerce Consumer 
applications, E-Commerce organization applications.  
Consumer Oriented Electronic commerce - Mercantile Process models. 
 
UNIT - II 
Electronic payment systems - Digital Token-Based, Smart Cards, Credit Cards, Risks in Electronic 
Payment systems.  
Inter Organizational Commerce - EDI, EDI Implementation, Value added networks. 
 
UNIT - III 
Intra Organizational Commerce - work Flow, Automation Customization and internal Commerce, 
Supply chain Management. 
Corporate Digital Library - Document Library, digital Document types, corporate Data Warehouses.  
 
UNIT- IV 
Advertising and Marketing - Information based marketing, Advertising on Internet, on-line marketing 
process, market research. 
Consumer Search and Resource Discovery-Information search and Retrieval, Commerce Catalogues, 
Information Filtering. 
 
UNIT - V 
Multimedia - key multimedia concepts, Digital Video and electronic Commerce, Desktop video 
processing’s, Desktop video conferencing. 
 
TEXT BOOK: 

1. Frontiers of electronic commerce – Kalakata, Whinston, Pearson. 
 
REFERENCE BOOKS: 

1. E-Commerce fundamentals and applications Hendry Chan, Raymond Lee, Tharam Dillon, 
Ellizabeth Chang, John Wiley. 

2. E-Commerce, S. Jaiswal – Galgotia. 
3. E-Commerce, Efrain Turbon, Jae Lee, David King, H. Michael Chang. 
4. Electronic Commerce – Gary P. Schneider – Thomson. 
5. E-Commerce – Business, Technology, Society, Kenneth C.Taudon, Carol Guyerico Traver.    



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech - I Year – II Semester (Software Engineering) 

 
SOFTWARE SECURITY ENGINEERING (PE - 4) 

 
Course Objectives: 

 Students will demonstrate knowledge of the distinction between critical and non-critical 
systems.  

 Students will demonstrate the ability to manage a project including planning, scheduling, and 
risk assessment/management.  

 Students will author a software requirements document.  
 Students will demonstrate an understanding of the proper contents of a software 

requirements document.  
 Students will author a formal specification for a software system.  
 Students will demonstrate an understanding of distributed system architectures and 

application architectures.  
 Students will demonstrate an understanding of the differences between real-time and non-real 

time systems.  
 Students will demonstrate proficiency in rapid software development techniques.  
 Students will be able to identify specific components of a software design that can be targeted 

for reuse.  
 Students will demonstrate proficiency in software development cost estimation.  
 Students will author a software testing plan.  

 
UNIT – I 
Security a software Issue: introduction, the problem, Software Assurance and Software Security, 
Threats to software security, Sources of software insecurity, Benefits of Detecting Software Security 
What Makes Software Secure: Properties of Secure Software, Influencing the security properties of 
software, Asserting, and specifying the desired security properties? 
 
UNIT – II 
Requirements Engineering for secure software: Introduction, the SQUARE process Model, 
Requirements elicitation and prioritization  
 
UNIT – III 
Secure Software Architecture and Design: Introduction, software security practices for architecture 
and design: architectural risk analysis, software security knowledge for architecture and design: 
security principles, security guidelines and attack patterns 
Secure coding and Testing: Code analysis, Software Security testing, Security testing 
considerations throughput the SDLC 
 
UNIT – IV 
Security and Complexity: System Assembly Challenges: introduction, security failures, functional 
and attacker perspectives for security analysis, system complexity drivers and security 
 
UNIT – V 
Governance and Managing for More Secure Software: Governance and security, Adopting an 
enterprise software security framework, How much security is enough?, Security and project 
management, Maturity of Practice 
 
TEXT BOOK: 

1. Software Security Engineering: Julia H. Allen, Pearson Education 



REFERENCE BOOKS: 
1. Developing Secure Software: Jason Grembi, Cengage Learning 
2. Software Security : Richard Sinn, Cengage Learning 

  



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech- I Year – II Semester (Software Engineering) 

 
CYBER SECURITY (PE - 4) 

 
Course Objectives: 

 To learn about cyber crimes and how they are planned 
 To learn the vulnerabilities of mobile and wireless devices  
 To learn about the crimes in mobile and wireless devices 

 
UNIT - I 
Introduction to Cybercrime: 
Introduction, Cybercrime, and Information security, who are cybercriminals, Classifications of 
Cybercrimes, Cybercrime: The legal Perspectives and Indian Perspective, Cybercrime and the Indian 
ITA 2000, A Global Perspective on Cybercrimes. 
Cyber offenses: How criminals Plan Them: Introduction, How Criminals plan the Attacks, Social 
Engineering, Cyber stalking, Cyber cafe and Cybercrimes, Botnets: The Fuel for Cybercrime, Attack 
Vector, Cloud Computing. 
 
UNIT - II 
Cybercrime: Mobile and Wireless Devices: Introduction, Proliferation of Mobile and Wireless 
Devices, Trends in Mobility, Credit card Frauds in Mobile and Wireless Computing Era, Security 
Challenges Posed by Mobile Devices, Registry Settings for Mobile Devices, Authentication service 
Security, Attacks on Mobile/Cell Phones, Mobile Devices: Security Implications for Organizations, 
Organizational Measures for Handling Mobile, Organizational Security Policies an Measures in Mobile 
Computing Era, Laptops. 
 
UNIT - III 
Cybercrimes and Cyber security: the Legal Perspectives: Introduction, Cyber Crime and Legal 
Landscape around the world, Why Do We Need Cyber laws: The Indian Context, The Indian IT Act, 
Challenges to Indian Law and Cybercrime Scenario In India, Digital signatures and the Indian IT Act, 
Amendments to the Indian IT Act, Cybercrime and Punishment 
Cyber law, Technology and Students: Indian Scenario. 
 
UNIT - IV 
Understanding Computer Forensics: Introduction, Historical background of Cyber forensics, Digital 
Forensics Science, The Need for Computer Forensics, Cyber Forensics and Digital evidence, 
Forensics Analysis of Email, Digital Forensics Lifecycle, Chain of Custody concept, Network 
Forensics, Approaching a computer, Forensics Investigation, Challenges in Computer Forensics, 
Special Tools and Techniques 
Forensics Auditing 
 
UNIT - V 
Cyber Security: Organizational Implications: Introduction, Cost of Cybercrimes and IPR issues, 
Web threats for Organizations, Security and Privacy Implications, Social media marketing: Security 
Risks and Perils for Organizations, Social Computing and the associated challenges for 
Organizations. 
 
TEXT BOOK: 

1. Cyber Security: Understanding Cyber Crimes, Computer Forensics and Legal Perspectives, 
Nina Godbole and Sunil Belapure, Wiley INDIA. 



2. Introduction to Cyber Security, Chwan-Hwa (john) Wu, J. David Irwin. CRC Press T & F 
Group 

 
REFERENCE BOOK: 

1. Cyber Security Essentials, James Graham, Richard Howard and Ryan Otson, CRC Press. 



JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
M. Tech- I Year – II Semester (Software Engineering) 

 
INFORMATION SECURITY AND AUDIT (PE - 4) 

 
Course Objectives: 
To introduce the fundamental concepts and techniques in computer and network security, giving 
students an overview of information security and auditing, and to expose students to the latest trend 
of computer attack and defense. Other advanced topics on information security such as mobile 
computing security, security and privacy of cloud computing, as well as secure information system 
development will also be discussed. 
 
UNIT - I  
A model for Internetwork security, Conventional Encryption Principles & Algorithms (DES, AES, RC4, 
Blowfish), Block Cipher Modes of Operation, Location of Encryption Devices, Key Distribution. 
Public key cryptography principles, public key cryptography algorithms (RSA, Diffie-Hellman, ECC), 
public Key Distribution. 
 
UNIT - II  
Approaches of Message Authentication, Secure Hash Functions (SHA-512, MD5) and HMAC, Digital 
Signatures, Kerberos, X.509 Directory Authentication Service, 
Email Security: Pretty Good Privacy (PGP)  
IP Security: Overview, IP Security Architecture, Authentication Header, Encapsulating Security 
Payload, Combining Security Associations and Key Management. 
 
UNIT - III  
Web Security: Requirements, Secure Socket Layer (SSL) and Transport Layer Security (TLS), 
Secure Electronic Transaction (SET).  
Firewalls: Firewall Design principles, Trusted Systems, Intrusion Detection Systems 
 
UNIT - IV  
Auditing For Security: Introduction, Basic Terms Related to Audits, Security audits, The Need for 
Security Audits in Organization, Organizational Roles and Responsibilities for Security Audit, Auditors 
Responsibility In Security Audits, Types Of Security Audits. 
 
UNIT - V  
Auditing For Security: Approaches to Audits, Technology Based Audits Vulnerability Scanning And 
Penetration Testing, Resistance to Security Audits, Phase in security audit, Security audit 
Engagement Costs and other aspects, Budgeting for security audits, Selecting external Security 
Consultants, Key Success factors for security audits. 
 
TEXT BOOKS:  

1. Cryptography and Network Security by William Stallings, Fourth Edition, Pearson Education 
2007.  

2. Network Security Essentials (Applications and Standards) by William Stallings Pearson 
Education, 2008.  

3. Cryptography & Network Security by Behrouz A. Forouzan, TMH 2007.  
4. Information Systems Security by Nina Godbole, WILEY 2008. 

 
REFERENCE BOOKS:  

1. Information Security by Mark Stamp, Wiley – INDIA, 2006.  
2. Fundamentals of Computer Security, Springer.  



3. Network Security: The complete reference, Robert Bragg, Mark Rhodes, TMH  
4. Computer Security Basics by Rick Lehtinen, Deborah Russell & G. T. Gangemi Sr., SPD 

O’REILLY 2006.  
5. Modern Cryptography by Wenbo Mao, Pearson Education 2007.  
6. Principles of Information Security, Whitman, Thomson.  
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SYSTEMS ENGINEERING (PE - 4) 

 
UNIT – I  
Introduction: Introduction to Systems Engineering, System life cycle, System Vee model, Decision 
making during system design. Six functions of design process, System architectures, System 
requirements analysis, specifications, documentation, Overview of the Systems Engineering Design 
Process 
 
UNIT-II 
Modeling: System modeling through IDEF0 models, Modeling and SysML Modeling, Higraphs, N2 
charts, Decision analysis for design tradeoffs, Decision making under uncertainty, System Failure 
Analysis 
 
UNIT – III 
System Architecture Development: Functional Architecture Development, Physical Architecture 
Development  
 
UNIT- IV   
Interface Design: Interface Design, Integration, and Qualification  
 
UNIT- V  
Supplementary Topics: Graphical Modeling Techniques, IDEF0 Model of the Engineering of a 
System  
 
TEXTBOOKS:  

1. Dennis M Beude, The engineering Design of Systems: Models and Methods, Wiley India, 
2006. 

2. Alexander Kossaikoff, William N Sweet, Systems Engineering: Principles and Practice, Wiley 
India, 2010 

 
REFERENCES:  

1. E K Antonsson and J Cagan (Ed) Formal Engineering Design Synthesis, Cambridge 
University press, NY, 2001. 

2. A Ertas & J C Jones, The Engineering Design Process, John Wiley and Sons, 1993. 
3. A Chakrabarti (Ed.), Engineering Design Â Synthesis, Springer, 2002 
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SOFTWARE TESTING LAB 
 
Course Objectives: The student should be able to:  

 To understand software testing and quality assurance as a fundamental component of 
software life cycle  

 To define the scope of SW T&QA projects  
 To efficiently perform T&QA activities using modern software tools  
 To estimate cost of a T&QA project and manage budgets  
 To prepare test plans and schedules for a T&QA project  
 To develop T&QA project staffing requirements  
 To effectively manage a T&QA project  

 
Software Testing Objectives: 
       To learn to use the following (or similar) automated testing tools to automate testing: 

a. Win Runner/QTP for functional testing. 
b. Load Runner for Load/Stress testing. 
c. Test Director for test management. 
d.  JUnit, HTML Unit, CPPUnit. 

       
 Sample problems on testing:  

1. Write programs in ‘C’ Language to demonstrate the working of the following constructs: 
 i) do...while  ii) while….do  iii) if…else  iv) switch v) for 

2. “A program written in ‘C’ language for Matrix Multiplication fails” Introspect the causes for its 
failure and write down the possible reasons for its failure. 

3. Take any system (e.g. ATM system) and study its system specifications and report the 
various bugs. 

4. Write the test cases for any known application (e.g. Banking application) 
5. Create a test plan document for any application (e.g. Library Management System) 
6. Refer Page no 115 in Text book 2(Foundations of software testing by Rex Black, Erik Van 

Veenendaal, Dorthy Graham)  for the described scenario and observe the given  
i. Equivalence Partioning /Boundary Value Analysis  ii. Decision Tables 
ii. State transition iv. Statement and decision testing. consider any other scenario of your 

choice and do the same. 
7.  Refer Page no 158 in Text book 2(Foundations of software testing by Rex Black, Erik Van 

Veenendaal, Dorthy Graham)  for the described scenario and observe the given Incident 
Report and consider any other scenario of your choice and do the same. 

2. Study of any testing tool (e.g. Win runner) 
3. Study of any web testing tool (e.g. Selenium) 
4. Study of any bug tracking tool (e.g. Bugzilla, bugbit) 
5. Study of any test management tool (e.g. Test Director) 
6. Study of any open source-testing tool (e.g. Test Link) 
7. Take a mini project (e.g. University admission, Placement Portal) and execute it.  During the 

Life cycle of the mini project create the various testing documents* and final test report 
document. 

   Additional problems on testing: 
      1. Test the following using JUnit and CPP Unit: 
           i) Sorting problems     ii) Searching problems   
        iii) Finding gcd of two integers       iv) Finding factorial of a number. 



      2. Test web based forms using HTMLUnit. 
      3. Test database stored procedures using SQLUnit. 
         (Use sufficient number of test cases in solving above Problems) 
 
*Note: To create the various testing related documents refer to the text “Effective Software 

Testing Methodologies by William E. Perry” 
 
TEXT BOOKS: 

1. Software Testing Concepts and Tools, P. Nageswara Rao, Dream Tech Press, 2007. 
2. Foundations of software testing by Rex Black, Erik Van Veenendaal, Dorthy Graham 
3. Software Testing Concepts and Tools by Nageshwara Rao Pusuluri, Drean Tech Press 
4. Software Testing Tools, K. V. K. K. Prasad, Dream Tech Press, 2008. 
5. Software Testing with Visual Studio Team System 2008, S. Subashini, N. Satheesh kumar, 

Shroff  Publishers Distributors.  
6. Software Automation Testing Tools for Beginners, Rahul Shende, Shroff Publishers and 

Distributors, 2012.  
 

 


